










One of the benefits for consumers using the Internet is the ability to 
electronically purchase products and services around the clock from the conve-
nience of their home or office. One of the drawbacks is the potential for fraud and 
deception. Be very careful before you use a credit card on the Internet or provide 
personal information (such as your Social Security number or date of birth) on an 
electronic application.

Passwords and Personal Identification Numbers (PINs):
When creating passwords and PINs, do not use common words or numbers 

or anything else that could easily be discovered by thieves (e.g. the last four digits 
of your Social Security number, your birthdate, middle name, mother’s maiden 
name, pet’s name, address, consecutive numbers), 

Ask your financial institution to add extra security protection to your ac-
count. Most will allow you to use an additional code (a number or word) when ac-
cessing your account. Do not use the common passwords and PINs listed above. 

Memorize all your passwords. Don’t record them on anything in your 
wallet or purse.

Shield with your hand when using your PIN at a bank ATM or when 
making long distance phone calls with your phone card. “Shoulder surfers” may 
be spying nearby with binoculars or a video camera.

Social Security Numbers:
Protect your Social Security number. It is the key to your banking and 

credit card accounts as well as insurance and health benefits, making it a prime target 
for identity thieves. Release it only when absolutely necessary or when required 
by law (e.g. tax forms, employment records, banking/stock/property transactions, 
driver’s/marriage/professional license applications, etc.). 

When a government agency requests important personal information, 
including your Social Security number, a Privacy Act notice should accompany the 
request. (5 United States Code section 552a(e)(3)) This notice will explain whether 
disclosure of such information is required or requested, the use that will be made 
of the information, and what will happen if you refuse to provide all or any part 
of the information. You may wish to utilize an “assigned” driver’s license number 
rather than your Social Security number whenever possible. Assigned numbers are 
only available to holders of a non-commercial driver’s license.

Do not print your Social Security number on your checks. Don’t let mer-
chants hand-write your Social Security number on your checks because of the risk 
of fraud. Currently, there is no law against a merchant requiring you to divulge your 
Social Security number before accepting a check, so you may need to be assertive. 
Offering your assigned driver’s license number is usually an adequate substitute.

Order a copy of your Personal Earnings and Benefit Estimate Statement 
(PEBES) from the Social Security Administration every three years to check for 
inaccuracies or fraud. To request a PEBES application call or write:

Install a locked mailbox at your residence to reduce mail theft, or use a 
post office box.

When you order new checks, consider removing “extra” information such 
as your Social Security number, driver’s license number, middle name, and tele-
phone number. The less personal identifying information you make available, the 
more likely an identity thief will choose an easier target. Do not have new checks 
sent to your home mailbox. Pick them up at the bank instead.

When you pay bills, do not leave the envelopes containing your checks at 
your home mailbox for the postal carrier to pick up. If stolen, your checks can be 
altered and then cashed. If stolen, credit card payments contain all the necessary 
information an identity thief needs. Never write your credit card account number or 
Social Security number on your checks when making a payment. Due to an increased 
risk of theft and vandalism, it is best to mail bills and other sensitive items at the 
post office, rather than from your residence or neighborhood drop boxes.

Credit Cards
Reduce the number of credit cards you use. Carry only one or two of them 

in your wallet. Cancel unused accounts. Even though you do not use them, these 
account numbers are recorded in your credit report which is full of data that can 
be used by identity thieves. 

Keep a list or photocopy of all your credit cards, account numbers, expira-
tion dates, and telephone numbers of the customer service and fraud departments in 
a secure place (not your wallet or purse) so you can quickly contact your creditors 
if your cards become lost or stolen. Do the same with your bank accounts.

Never give out your credit card number or other personal information over 
the telephone unless you have a trusted business relationship with the company 
AND YOU INITIATED THE CALL. Identity thieves have been known to call 
their victims with fake stories in order to obtain credit card information. (“Today is 
your lucky day! You have been chosen by the Publishers Consolidated Sweepstakes 
to receive a free trip to the Bahamas. All we need is your credit card number and 
expiration date to verify you as the lucky winner.”)

Always take credit card and ATM receipts with you. Never toss them in 
a public trash container.

Request, in writing, that the issuer for each of your credit cards remove 
your name from their marketing and promotional lists that they sell or share with 
other companies. In addition, if any of your credit card issuers send random con-
venience checks, request, in writing, to be removed from the mailing list. Credit 
card convenience checks are easy prey for identity thieves to steal and use. Many 
times the consumer is unaware the checks were even issued. Your credit card 
billing statement should contain a different address for “correspondence” to the 
issuer. Do not send your requests to the same address where you send your credit 
card payments.

Watch the mail when you are expecting a new credit card that you have 
applied for, or a reissued credit card that has expired. Contact the issuer if the credit 
card does not arrive in a reasonable time.


